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1. Computer crime.

2. Cybercrime.

3. Information Technology.

4. Computer criminal damage.
5. Criminal Damage Act 1971.
6. Police and Justice Act 2006.
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1. Section 10 (5) of the Criminal Damage Act 1971 (inserted by Police and Justice
Act 2000) provides: “For the purposes of this Act a modification of the contents of
a computer shall not be regarded as damaging any computer or computer storage
medium unless its effect on that computer or computer storage medium impairs its
physical condition”.

2. Whiteley (1991) 93 Cr App R 381.

3. Joint Academic Network (JANET).

4. Lord Lane.
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4. Place or target of criminal activity.

5. Instrument for committing an offence.

6. Computer Misuse Act 1990.
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1. Unauthorised modification of computer material

2. Section 3 of the Computer Misuse Act 1990 provides: “(1) A person is guilty of an
offence if —

(a) he does any unauthorised act in relation to a computer;

(b) at the time when he does the act he knows that it is unauthorised; and

(c) either subsection (2) or subsection (3) below applies.

(2) This subsection applies if the person intends by doing the act —

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer; or

(c) to impair the operation of any such program or the reliability of any such data; or
(d) to enable any of the things mentioned in paragraphs (a) to (c) above to be done.
(3) This subsection applies if the person is reckless as to whether the act will do any
of the things mentioned in paragraphs (a) to (d) of subsection (2) above”.

3. Computer viruses

4. Malware
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2. Removable data media

3. Computer disk

4. Storage medium

5. See also, s 17 (6) of the Computer Misuse Act 1990.

6. Phishing techniques.

7. Trojan horse.

8. Identity data.

9. An unauthorised source.

10. Unauthorised acts with intent to impair, or with recklessness as to impairing,

operation of computer, etc.



VY 3loiel [3hg 5 UandSST (ol 2! o> 3 (51 (5 A 55

S Ll G Sles Gkl o A5 Bl (g3l e oS 555 e p slae (1TAN
L ol 5 sl aes

ailo oo L8, Y)Y

sdode o lally glaesls o 55 L LI 55 Ol 6 4S G o
S (S 5m0) il Slles 08B VI esle 55 5,00 slajli; a5 W5 1s
Ol 35d 0 05 S Jaslsy BB e L e iy S (Bl Ll (1YAA
e A5 3 Bl ) 55 e e Sl oS e s bl i o (114 0
@g@rﬂwlewleu&Lgu,w);\éﬁcx;ﬁ,;é\ag\)%;ﬁs
Laesls 05 S ls n BB o b s cog 50 Ol 6 L S0 S35 5 ool
Sop i pamse JslelBs Sl OFVNY T4 (ool ) 55 5 e
SISO S0 oSt o o ps an b 55 Glae o wlie 4 glall, slaesls o 5
Slazes 5les S A0 ale e L, Ol g a4y ey 5590 s e 401 51 &
6&\)6\}?\6&#&3\@sw&éﬂ%}gr,“@ﬁw‘wm&yw
)l:.'e)&\}:&@r.a45%0.{.@»4@\{&);-%9:&%)\&_;550&;\_“6
A pd s el oa g e e

05,8 asls s B e by Jrses ey 5 (e &S Sl L Obe ol o
|y tdca 58S O 6B VY a3l 3 4 san 4l CEU 53 slably glaesls
O LS s bl jpane die glajli, 1L ol 5K o
f.s}.idcQTL;))ov\,iaﬂ:'-SLg&a:\:d&@hali\)&J»Lowa.g‘j}ujé
Ui n b bl Sl oS5 3 1, 1L o5 S (slaab s s b oS
(g e Ol L i ol Sl OF 53 3 95 50 SleDIbl 4S 5305 0 s (LS 0
e ool el S g, (GIL ws s 5) e SL LTI L a8 (03 3
L&AAfJu.)_:uk)iv)"bj;J;.L;J:.&«L.{JX}MQ‘)JAJ_JaJ:E-SLSLAoJ‘JASJJJ_f&
wlo e 5, s god ol s 3 5d Colad glally slaesls o 5 bl 4 el
Sl 5 Sl o8 (S5l el i ol s 4 0l 0513 55 4 oS

1. Computer worm.
2. Bacterium.
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2. Any unauthorised act.

3. Interference with websites; See R v. Lindesny [2002] 1 Cr App R (§) 370 (CA).

4. Accessing subscription cable television channels without paying the subscription;

See R v. Parr-Moore [2003] 1 Cr App R (S) 425 (CA).

5. Electronic sabotage.

6. Unauthorised access.

7. Lindesay [2001] EWCA Crim 1720.
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1. Cyber space.
2. Real world.
3. Input of data or electromagnetic/light waves.
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1. Transmission of data ot electromagnetic/light waves.
2. Flash memory.

3. Propagation of data or electromagnetic/light waves.
4. Data warchouse.

5. Database.

6. Deletion of data or electromagnetic/light waves.
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2. Alteration or damage of data or electromagnetic/light waves.
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1. Offences of unauthorised access.
2. See, e.g. Clause 1 (3) of the Computer Crime (Scotland) Bill.
3. Unauthorised.
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1. DPP v Lennon (2006) 170 JP 532.

2. Divisional Court.

3. Computer records.

4. Criminal activity.

5. Sinha [1995] Crim LR 68.

6. Manslaughter.

7. Offence of attempting to pervert the course of justice.
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1. Destruction or concealment of evidence
2. Data interference

3. Process

4. System interference
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1. Denial of setvice (DoS)
2. Attempted computer criminal damage.
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3. Cyber-protest groups.

4. Conduct offences.
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1. Inadvertently.

2. Attempted murder.

3. Required intention.

4. Zezev and Yarimaka v Governor of HM [Her Majesty’s] Prison Brixton [2002] 2
Cr App R 515.

5. Reliability.
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2. Goulden (1992) The Times, 10 June 1992.
3. Apple workstation.
4. Ampersand.
5. Access without use of a password.
6. Conditional discharge.
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1. Serious Crime Act 2015.

2. Unauthorised acts causing, or creating risk of, serious damage.

3. See SZA of the Computer Misuse Act 1990, inserted by s 41 of the Serious Crime
Act 2015.

4.SZA (1) (a) of the Computer Misuse Act 1990.

5. National security.

6. Human welfare.

7. Loss to human life.

8. Human illness or injury.

9. SZA (7) of the Computer Misuse Act 1990.

10. Damage to the environment.

11. Damage to the economy.

12. SZA (6) of the Computer Misuse Act 1990.

13.SZA (1) (d) of the Computer Misuse Act 1990. For further reading, See Rowland,
et al. 2017: 304.



V€& lwali /ol (ow 9 a5 8ylows /o g Ui 5495 / o VYA

2ol

St glaella s gl (6,48 o A5 el Sl e ) o)
S Jes S8 Sle s s L oS 5l ol 5l @&}}gﬂouﬂ&\ &l
Ol S 50 b alan glialy 5o o3l 5 Sy s ba el & o QIS0 86 (g s
LT ssdo S 3 03— 4 a0 oSl PN S LS e 3L gl
Sl 03 Ol SISO 5B aled pl s ils Aal gt g gllan 56 comnin (4
S 5k b a bsm il B s

(oo 5 bl 5l L gla Ul sleesls o 5 5 Il SIS0 Y
g Lol awS i slably slaesls 05 S s 5ls JB e by e
ol jgate S SUS lajliy danls wod i sl 5yl SO Gad S opl
sbadlbl_w 55 Pl 56z js a0l dles QIS0 66 a8 55 b
SoS e mbs S al bamoyie il S Saie Sl b glill,
wlie @ glally glaesls o 5 51 lad 5 OLIsG i 2l s Bl el
S o S By ol 48 ol My S 555 e o b e e
S o O w45 Glae w1z (ole jaie a3l gl | DL oSt
R el S

slapdbsl &5 AST o35 @ o558 Sy e 53 SO HB d F
o35 53 S sl ot 53 Sl e 4 555 0 Lo g cslize 8L
S b Ll 0l e el i el (8l 35 4l se 01500 L o 5 slags sl
505l e 5 LS slaelKins 5l b ol Sas 5 ad A, Il
Il b esls o 55 5 U8 513 6 ulw dam 5 20 53 (sl sla 9o
G 45 355 Sl e ool po ol o il anils s 55 1 slalls sbawbeln o
ol Jel elS )b o igls S aS layy o b s ailly (s baesls w55 5
o g 4 p) esls Gl Jal ST o 5 e 4 s e el Sl g s
ol 3l Tl ole 3 (glab 00 S s (5 ge dles Jom bl

1. Internet of Things (IoT)
2. Cloud Data Storage
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